Product Security
The AppsFlyer security development lifecycle (SDLC) standard helps ensure the delivery of a highly secure platform. The
following activities help us achieve this mission:
Penetration Testing
AppsFlyer implements testing for security vulnerabilities on a regular basis both in-house and by independent
security assessment service providers. Penetration tests are performed on an annual basis by a third party.

Change Management
AppsFlyer follows a strict change management process. Changes are tracked, reviewed and approved to ensure
operational changes are aligned with AppsFlyer’s business objectives and compliance requirements.

Encryption in Transit
Data is vulnerable to unauthorized access as it travels across the internet or within networks. For this reason, securing
data in transit is a high priority for AppsFlyer. Our web servers support strong encryption protocols such as TLS to
secure connections between customer devices and AppsFlyer’s web services and APIs.

Account Security
Beyond AppsFlyer’s robust security controls, our customers can choose to implement even stricter security measures,
i.e., additional layers of protection to their account. We encourage customers to work with their account managers to
make sure any speciﬁc security needs are being met.

Accounts Segregation and Access
To keep data private and secure, AppsFlyer logically isolates each customer’s account data from other customers and
users, even when stored on the same physical server. For AppsFlyer employees, access rights and levels are based on
job function and role using the concepts of least-privilege and need-to-know. AppsFlyer employees are only granted
a limited set of default permissions to access company resources such as employee email and AppsFlyer’s internal
employee portal. Additional permissions require a formal process that involves a request and an approval from a
manager as dictated by AppsFlyer’s security policies. An employee’s authorization settings are used to control access
to all resources, including data and systems.

Support services are only provided to authorized customer administrators whose identities have been veriﬁed in several
ways. This access is monitored and audited by our dedicated security, privacy, and internal audit teams.

Cloud Infrastructure
The security of our infrastructure and networks is critical. Creating a safe platform for AppsFlyer application and customer
innovation is the mission of our cloud security.
Top-tier Infrastructure
We use multi-layered controls to help protect our infrastructure, constantly monitoring and improving our
applications, systems, and processes to meet the growing demands and challenges of security.

Asset Management and Ownership
All assets are assigned with a deﬁned owner and accountability. Access to production infrastructure is limited to the
minimal number of individuals based on a least-privilege and need-to-work basis.

Monitoring
AppsFlyer utilizes a wide range of tools to monitor its environment across data centers on both the server and
application level. Parameters are collected and aggregated at a central location using redundancy to detect
anomalies, trends, threshold crossing, etc.

Distributed Denial-of-Service (DDoS) Prevention
As part of the multilayered-protection approach, a dedicated DDoS mitigation ecosystem has been put in place.

Physical Security
The physical security of AppsFlyer facilities is an critical part of our security strategy.

Data Center Security
AppsFlyer’s production environment is hosted in an AWS data center located in the EU. These facilities comply with the
highest industry standards for physical, environmental, and hosting controls. Security measures at the data center include
24/7 security ofﬁcers, facility access control, biometric hand readers, exterior security, interior security, annual audits, cages,
alarm monitoring/intrusion protection, video imaging, CCTV, audio intercom and two way radio subsystem, ID
requirements, intrusion testing, security personnel hiring/training, security policies, asset tracking, and video surveillance.

Business Continuity Plan and Disaster Recovery
Disaster Recovery
Hosting our services on AWS gives AppsFlyer the ability to be always up and running globally even if one location goes
down. AWS spans multiple geographic regions and availability zones, which allows AppsFlyer servers to remain
resilient in the event of most failure modes, including natural disasters or system failures.

Business Continuity Plan (BCP)
AppsFlyer has established a business continuity plan that enables the company to respond quickly and remain
resilient in the event of most failure modes, including natural disasters and system failures.

Data Backups
AppsFlyer performs regular backups of customer data and other critical data using Amazon S3 cloud storage. All
backups are encrypted in transit and at rest using strong encryption.

Third-party Security
In today’s interconnected business environment, maintaining visibility into the software supply chain is critical. AppsFlyer
has implemented the following procedures:

Vetting Process
Third parties used by AppsFlyer are checked before employment to validate that prospective third parties meet
AppsFlyer’s security standards. Customer data is not accessible to third parties or subcontractors.

Ongoing Monitoring
Once a relationship has been established, the AppsFlyer security team will conduct an annual review of applicable
vendors. The annual review can be done by AppsFlyer’s security team or by getting a third-party report (e.g., SSAE 16
SOC2 report, ISO27001). The procedure takes into account the type of access and classiﬁcation of data being accessed
(if any), controls necessary to protect data, and legal/regulatory requirements.

